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 ABSTRACT 

The rapid proliferation of small and low-cost unmanned aerial systems 
(UAS) has introduced complex threats, particularly swarm drone attacks 
that challenge conventional defense systems. Without an integrated 
command structure, defensive operations tend to be fragmented, resulting 
in poor situational awareness, delayed responses, and inefficient use of 
resources. This study examines the effectiveness of a Combined Tactical 
Forward Post (CTFP) as a centralized command and control node to 
enhance territorial defense against drone threats. The CTFP integrates 
multi-sensor inputs—including radar, radio frequency (RF) detection, 
electro-optical/infrared (EO/IR) systems, and unmanned platforms 
through sensor fusion and AI-assisted analysis to generate a real-time 
common operational picture. A layered defense model is proposed, 
consisting of detection, command and control, electronic warfare, kinetic 
engagement, and inner protection zones, enabling synchronized 
application of soft-kill and hard-kill measures. The results indicate that 
CTFP significantly improves detection accuracy, decision-making speed, 
and coordination across defensive units, particularly in handling swarm 
attacks through parallel tracking, threat prioritization, and adaptive 
response. Additionally, the incorporation of redundancy and distributed 
backup systems enhances operational resilience under contested 
conditions. Overall, the CTFP framework provides a comprehensive, 
adaptive, and scalable solution for countering modern drone threats, 
making it highly relevant for complex operational environments such as 
archipelagic regions. 

  

INTRODUCTION 

The emergence of drone warfare has introduced new asymmetries in modern conflict. Small 

unmanned aerial systems (sUAS) are increasingly used for intelligence gathering, target acquisition, 

and direct attacks. Conventional air defense systems often struggle to effectively counter such threats 

due to their small size, low altitude, and swarm capabilities. The Combined Tactical Forward Post 
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(CTFP) represents a forward-deployed command element that integrates intelligence, operations, 

and defensive systems. In the context of drone threats, CTFP plays a critical role in coordinating 

counter-UAS (C-UAS) operations at the tactical level.  In recent years, the character of warfare has 

undergone a significant transformation driven by rapid technological advancements, particularly in 

unmanned aerial systems (UAS). Small and relatively low-cost drones are now widely employed for 

reconnaissance, surveillance, and attack missions. Their accessibility and ease of deployment have 

enabled both state and non-state actors to conduct operations that were previously limited to 

advanced military forces. As a result, modern battlefields are increasingly exposed to persistent 

aerial threats that are difficult to detect and neutralize using conventional defense systems.  

In the absence of an integrated forward command structure such as a Combined Tactical Forward 

Post (CTFP), defensive operations against drone threats tend to be fragmented and reactive. 

Individual units often rely on isolated sensors and localized decision-making processes, which leads 

to delayed detection, poor coordination, and inefficient use of defensive assets. This lack of 

integration creates critical gaps in situational awareness, allowing hostile drones especially in swarm 

formations to penetrate defenses and reach high-value targets with minimal resistance.  

Moreover, without a centralized system for sensor fusion and command coordination, data collected 

from various detection platforms remains underutilized. Radar systems, RF sensors, and electro-

optical devices may operate independently, producing uncorrelated information that is difficult to 

interpret in real time. This results in increased false alarms, misidentification of threats, and slower 

response times. Consequently, the effectiveness of both non-kinetic measures (such as electronic 

warfare) and kinetic responses (such as air defense systems) is significantly reduced.  

The challenge becomes even more critical in the context of swarm drone attacks, where dozens or 

even hundreds of drones can approach simultaneously from multiple directions. Without a 

coordinated command and control mechanism, defensive units may become overwhelmed, engaging 

targets inefficiently or redundantly while leaving other threats unaddressed. This saturation effect 

can quickly degrade the defensive capability of a unit, leading to mission failure and increased 

vulnerability of critical assets.  

In contrast, the introduction of a CTFP fundamentally transforms the operational paradigm from a 

fragmented defense into an integrated, network-centric system. The CTFP serves as a forward-

deployed command and control node that consolidates data from multiple sensors into a unified 

operational picture. Through advanced communication systems and real-time data processing, it 

enables commanders to achieve comprehensive situational awareness and make informed decisions  

quickly and accurately.  

With the implementation of sensor fusion and AI-supported analysis within the CTFP, the system is 

capable of detecting, classifying, and prioritizing threats in real time. This allows for a more efficient 

allocation of defensive resources, ensuring that high-threat targets are addressed promptly while 

minimizing redundancy in engagement. Additionally, the integration of electronic warfare and 

kinetic defense systems under a single command structure enables a synchronized and layered 

response to incoming threats.  
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Furthermore, the presence of a CTFP enhances operational resilience and adaptability. By 

incorporating redundancy in communication networks and command nodes, the system can 

maintain functionality even under electronic or kinetic attacks. The layered defense approachranging 

from early detection to inner protection—ensures that threats are addressed at multiple stages, 

significantly increasing the probability of neutralization before reaching critical areas.   

Ultimately, the expected condition with a fully operational CTFP is a highly responsive, coordinated, 

and resilient defense system capable of countering complex drone threats, including swarm attacks. 

It enables faster decision-making, improved resource utilization, and enhanced protection of 

personnel and assets. Therefore, the integration of CTFP into modern military operations is not only 

advantageous but essential for maintaining operational superiority in an increasingly drone-

dominated battlefield. 

 

LITERATURE REVIEW 

This study is grounded in the theory of Command and Control (C2) and its evolution toward network-

centric warfare, where information superiority and rapid decision-making are critical to operational 

success. In this framework, a Combined Tactical Forward Post (CTFP) functions as a forward-

deployed C2 node that integrates intelligence, surveillance, and operational control into a unified 

system. The effectiveness of CTFP is closely linked to its ability to generate a Common Operational 

Picture (COP), enabling commanders to perceive, understand, and act upon battlefield information 

in real time. This aligns with modern C2 principles emphasizing decentralized execution supported 

by centralized situational awareness. 

A second theoretical foundation is sensor fusion and situational awareness theory, which explains 

how multiple heterogeneous data sources can be integrated to enhance perception, comprehension, 

and projection of threats. In counter-drone operations, sensor fusion combines inputs from radar, 

radio frequency (RF) detection, electro-optical/infrared (EO/IR) systems, and unmanned platforms. 

Through artificial intelligence and data analytics, this integration reduces uncertainty, improves 

detection accuracy, and enables real-time threat classification. As a result, decision-makers are 

equipped with actionable intelligence rather than fragmented data. 

Closely related to this is the concept of predictive and AI-supported decision-making, which extends 

situational awareness into the domain of anticipation. By analyzing flight patterns, swarm behavior, 

and signal characteristics, AI systems embedded within the CTFP can forecast potential attack 

trajectories and identify high-priority threats. This predictive capability transforms the operational 

approach from reactive engagement to proactive defense, which is essential when facing high-speed 

and multi-directional drone swarm attacks. 

The study also draws on the principle of layered defense (defense-in-depth) within counter-

unmanned aerial systems (C-UAS) doctrine. This approach organizes defense into multiple 

concentric layers, including early detection, command and control, electronic warfare, kinetic 

interception, and passive protection. Each layer contributes to the gradual degradation of incoming 
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threats, ensuring that no single point of failure compromises the entire system. The integration of 

soft-kill (e.g., jamming and spoofing) and hard-kill (e.g., missiles and gun systems) mechanisms 

enhances flexibility and effectiveness in threat neutralization. 

Finally, the framework incorporates the concept of system resilience and redundancy, which is 

essential in contested and high-threat environments. A robust CTFP system includes backup 

communication networks, distributed command nodes, and adaptive operational capabilities to 

maintain functionality under electronic or physical attacks. This resilience ensures continuity of 

operations even when parts of the system are degraded. Together, these theoretical perspectives 

support the argument that a CTFP-enabled defense architecture can significantly improve situational 

awareness, coordination, and survivability in modern drone-centric warfare. 

 

RESEARCH METHOD 

This study employs a qualitative and conceptual systems approach to examine the effectiveness of a 

Combined Tactical Forward Post (CTFP) in countering drone and swarm drone threats. The research 

is based on doctrinal analysis, literature review, and synthesis of existing concepts in command and 

control (C2), counter-unmanned aerial systems (C-UAS), and network-centric warfare. Key variables 

analyzed include detection capability, decision-making speed, response coordination, and system 

resilience. The study focuses on modeling how a CTFP integrates multi-sensor inputs—such as radar, 

radio frequency (RF) sensors, electro-optical/infrared (EO/IR) systems, and unmanned platforms 

into a unified operational framework through sensor fusion.  

A scenario-based modeling method is applied to simulate drone and swarm drone attack situations 

against a defended area. Two operational conditions are conceptually compared: (1) a baseline 

scenario without CTFP integration, characterized by fragmented systems and decentralized decision-

making, and (2) an enhanced scenario with CTFP implementation, featuring centralized command, 

sensor fusion, and layered defense. The layered defense architecture is structured into concentric 

zones, including detection, command and control, electronic warfare, kinetic engagement, and inner 

protection. System behavior is analyzed in terms of detection time, threat classification accuracy, 

engagement sequencing, and neutralization effectiveness.  

To evaluate system performance, a comparative analytical framework is used, focusing on key 

operational indicators such as situational awareness quality, response time, coordination efficiency, 

and survivability of protected assets. The study also considers system resilience by examining 

redundancy mechanisms, including backup communication networks and distributed command 

nodes. Although the approach is primarily conceptual, it provides a structured basis for 

understanding how CTFP enhances operational effectiveness in countering complex drone threats 

and offers a foundation for future quantitative modeling and simulation studies. 
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RESULTS AND DISCUSSION 

Tabel 1. Comparative Table: Without CTFP vs With CTFP) 

Parameter 
Without CTFP (Conventional 
System) 

With CTFP (Integrated System) 

Situational Awareness Fragmented, limited visibility 
Unified Common Operational Picture 
(COP) 

Sensor Integration 
Independent sensors (radar, RF, EO/IR 
not integrated) 

Full sensor fusion (multi-sensor 
integration) 

Detection Time Slow and delayed Rapid and real-time detection 

Detection Accuracy Moderate, high false alarm rate High accuracy with cross-verification 

Threat Classification Manual and inconsistent AI-assisted, fast and precise 

Response Time Delayed due to poor coordination Fast and synchronized response 

Command & Control (C2) Decentralized and fragmented 
Centralized and integrated (CTFP-
based) 

Electronic Warfare 
Effectiveness 

Limited, uncoordinated jamming 
Optimized, area-wide coordinated 
disruption 

Kinetic Engagement 
Efficiency 

Redundant firing, inefficient targeting 
Optimized target allocation, minimal 
redundancy 

Swarm Handling 
Capability 

Easily overwhelmed 
Capable of handling multi-directional 
swarm attacks 

Resource Utilization Inefficient and overlapping usage Efficient and prioritized allocation 

Interoperability Low compatibility between systems High interoperability across units 

Operational Coordination Weak synchronization 
Fully synchronized multi-unit 
operations 

System Resilience Vulnerable to disruption 
High resilience with redundancy 
systems 

Continuity of Operations Easily degraded under attack 
Maintained through backup nodes & 
networks 

Survivability of Assets Low protection level Significantly improved protection 

Overall Effectiveness Moderate to low High and adaptive performance 

 

Discussion 

Situational awareness within a Combined Tactical Forward Post (CTFP) is fundamentally enhanced 

through the implementation of sensor fusion, which integrates data from multiple sensing systems 
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into a single, coherent operational picture. In modern drone-threat environments, relying on a single 

sensor such as radar creates vulnerabilities due to limitations like low radar cross-section or 

electronic interference. By combining inputs from radar, radio frequency (RF) detectors, electro-

optical/infrared (EO/IR) sensors, acoustic sensors, and unmanned aerial platforms, CTFP can 

significantly improve detection reliability. This multi-sensor integration allows operators to observe 

the battlespace more comprehensively, reducing uncertainty and enabling early identification of 

hostile drone activity. 

The contribution of sensor fusion to situational awareness can be understood across three levels: 

perception, comprehension, and projection. At the perception level, fused sensor inputs increase the 

probability of detection and minimize false alarms by cross-verifying targets across different 

modalities. At the comprehension level, advanced algorithms often supported by artificial 

intelligence analyze patterns such as speed, trajectory, and signal characteristics to classify threats 

accurately. Finally, at the projection level, predictive models estimate the future behavior of detected 

drones, including flight paths and potential targets. This layered understanding allows CTFP to 

transition from reactive to proactive decision-making in counter-drone operations. 

Operationally, sensor fusion enables faster and more synchronized responses across all defensive 

elements within the CTFP framework. A unified common operational picture (COP) ensures that 

electronic warfare units, air defense systems, and interceptor platforms operate based on the same 

real-time information. This reduces response latency and enhances coordination, which is critical 

when facing high-speed or swarm drone attacks. Additionally, sensor fusion improves system 

resilience; if one sensor is degraded or jammed, other sensors can compensate, maintaining 

continuity of situational awareness under contested conditions. 

However, the implementation of sensor fusion in CTFP is not without challenges. The integration of 

large volumes of heterogeneous data requires robust processing capabilities and low-latency 

communication networks. Interoperability between different sensor systems and platforms must 

also be ensured to avoid data fragmentation. Furthermore, sensor fusion systems are potential 

targets for cyber and electronic warfare attacks, necessitating strong cybersecurity measures. 

Despite these challenges, ongoing advancements in artificial intelligence, edge computing, and 

distributed sensor networks are expected to further enhance the effectiveness of sensor fusion, 

making it a cornerstone capability for future CTFP operations. 

As shown in Table 1.  the implementation of a Combined Tactical Forward Post (CTFP) significantly 

enhances overall defense effectiveness compared to conventional systems without CTFP. In the 

absence of CTFP, operations are fragmented, with isolated sensors, delayed detection, limited 

situational awareness, and uncoordinated responses that lead to inefficient use of resources and 

vulnerability to drone swarm attacks. In contrast, the CTFP-enabled system integrates multi-sensor 

inputs through sensor fusion to produce a unified Common Operational Picture (COP), enabling 

faster detection, higher accuracy, and AI-assisted threat classification. This integration allows for 

rapid, synchronized responses across electronic warfare and kinetic defense layers, improving 

neutralization rates while minimizing redundancy. Additionally, CTFP enhances interoperability, 

coordination, and resource allocation, ensuring that defensive actions are prioritized and efficient. 



Cendekia: Jurnal Penelitian dan Pengkajian Ilmiah,   Volume 3 No. 5   2026,  680 - 696 
  

 

 

686 

The system also demonstrates greater resilience through redundancy mechanisms such as backup 

communication networks and alternate command nodes, maintaining continuity of operations under 

contested conditions. Overall, the table highlights that CTFP transforms a reactive and inefficient 

defense structure into a proactive, integrated, and highly adaptive system capable of effectively 

countering complex and multi-directional drone threats. 

As shown in Figure 1.  a layered territorial defense system centered on a Combined Tactical Forward 

Post (CTFP) designed to protect a strategic area—such as an island base—against a swarm drone 

attack. The concept follows a defense-in-depth approach, where multiple concentric layers work 

together to detect, disrupt, and neutralize threats before they reach critical assets.  

At the outermost layer, labeled the Outer Detection Zone (5–10 km), the system employs radar sites, 

RF sensor stations, and UAV patrols to provide early warning. These assets monitor the airspace 

continuously and are capable of tracking multiple drones simultaneously. Their primary role is to 

detect incoming swarm formations from all directions and generate an initial threat picture, giving 

the defense system sufficient reaction time. 

 

Figure 1.CTFP PROTECTED AREA AGAINST SWARM DRONE ATTACK 

Moving inward, the Control & Command Zone (3–5 km) contains the CTFP Command Post, which 

acts as the central brain of the system. Here, data from all sensors is fused into a single operational 

picture using C4ISR (Command, Control, Communications, Computers, Intelligence, Surveillance, and 

Reconnaissance) supported by AI. The command post analyzes threats, prioritizes targets, and 

coordinates responses across all defense units. Surrounding this area are communication vehicles 

and data relay systems to ensure continuous and secure information flow. 

The next layer is the Electronic Warfare Zone (2–4 km), where systems such as EW trucks, jammer 

antennas, and RF disruptors create a “jamming field.” This layer attempts to neutralize the swarm 

non-kinetically by disrupting communication links and navigation systems (e.g., GPS spoofing). The 
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goal is to break swarm coordination, causing drones to lose control, scatter, or fail before reaching 

the inner defenses. 

Closer to the center is the Kinetic Defense Zone (1–2.5 km), which represents the primary hard-kill 

layer. It includes SHORAD launchers, automated anti-drone turrets, CIWS systems, and interceptor 

drone launch pads. These systems physically destroy or disable drones that survive the electronic 

warfare layer. This zone is designed for high-intensity engagement, capable of handling multiple 

targets simultaneously during saturation attacks. 

At the core lies the Core Protected Area (0–1 km), which contains critical assets such as troops, 

armored vehicles, logistics hubs, and hardened command shelters. Passive defense measures such as 

camouflage, concealment, and decoy targets are used to reduce the effectiveness of any drones that 

penetrate the outer layers. The objective here is damage mitigation and survival rather than 

interception. 

Finally, the diagram highlights a Backup / Redundant Zone, which is distributed and not confined to 

a single radius. This includes alternate CTFP nodes, backup communication systems, and mobile 

command units. Its purpose is to ensure continuity of operations even if the primary command post 

is degraded or attacked. 

 

CONCLUSION 

This study demonstrates that the integration of a Combined Tactical Forward Post (CTFP) 

fundamentally transforms territorial defense against drone and swarm drone threats from a 

fragmented and reactive system into an integrated, adaptive, and highly effective operational 

framework. Without CTFP, defensive efforts are constrained by limited situational awareness, 

delayed detection, and uncoordinated responses, which significantly reduce the ability to counter 

complex and multi-directional threats. In contrast, the CTFP-enabled system enhances operational 

performance through centralized command and control, multi-sensor fusion, and the generation of a 

real-time Common Operational Picture (COP).  

The implementation of a layered defense architecture comprising detection, command and control, 

electronic warfare, kinetic engagement, and passive protection—enables synchronized and efficient 

threat mitigation. Sensor fusion and AI-assisted analysis play a critical role in improving detection 

accuracy, accelerating decision-making, and enabling predictive threat assessment, particularly in 

swarm scenarios. As a result, the system achieves higher neutralization rates while optimizing 

resource utilization and minimizing redundancy in engagement.  

Furthermore, the incorporation of redundancy and distributed backup systems ensures operational 

resilience and continuity under contested conditions. The ability of CTFP to maintain functionality 

despite partial system degradation highlights its robustness in modern battle environments. Overall, 

the findings confirm that CTFP is a critical enabler for effective counter-UAS operations, providing 

enhanced situational awareness, coordination, and survivability. Therefore, the adoption and further 

development of CTFP-based defense systems are essential for maintaining operational superiority in 
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increasingly complex and drone-dominated warfare scenarios. 
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